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A4TD wcwones  RESOURCE DOCUMENT #2 — Managing your Privacy Settings

in LinkedIn and Facebook

Managing your Privacy Settings in Linked In:

1. Onthe main menu, click on the down arrow next to the “Me” icon.

Then click on “Settings & Privacy” in the menu that appears.

2. On the next page is a menu of choices. From this menu you can:

a. Set up your account preferences, including how your profile information appears;
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b. Make decisions related to your sign in & security for accessing your account, including the email addresses on your account, your
password, and whether to activate the added security feature called “two-step verification”;

c. Control the visibility of your information by deciding who can see your profile and

contact information; in)
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d. Manage who can send you Communications such as invitations to connect and messages;

e. Manage how LinkedIn uses your Data Privacy, choose the details you will share about your
personal demographics, and control how other applications can use your data.
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Managing your Privacy Settings in Facebook:

There are three places in Facebook where you can control your privacy settings. We will review each in detail below.

e In “Privacy Settings and Tools”
e On your individual posts

e On your profile itself

In Privacy Settings and Tools:

1. Onyour home page, click on the down arrow next to your name in the upper right corner. A menu
drops down. Click on “Settings & Privacy”.

2. You will be directed to another page where you will have the ability to control your Settings, do a
Privacy Checkup, or select Privacy Shortcuts.
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SETTINGS:

1. When you select Settings, you can
change your General settings, as
well as your Security and Login
settings.

a. Here you can gather
important information such
as where you are logged
into your Facebook
account. If you don’t
recognize a log in, you can
log out. If you select “Not
You?”, Facebook will take
you through stepsto do a
security screening of your
account.

b. You can also change your
password here.

c. One notable security option
is to set up Two-Factor
Authentication, which is an
extra layer of protection
used to ensure the security
of online accounts beyond
just a username and
password.
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2. Inthe Privacy settings you:

a. Will find Privacy Shortcuts for checking
important settings and managing your
profile.

b. Can monitor your Activity and edit who can
see your posts and pages.

c. Can manage how people find and contact
you.

3. The Profile and Tagging settings let you:
a. Control who can post on your profile;
b. Control who can see and share your posts;

c. Determine who can see posts that you are
tagged in.

Settings
*  General
@ Security and Login

Your Facebook Information

Privacy h

Face Recognition

Privacy Settings and Tools

Privacy Shortcuts Check a few important settings

Quickly review some important settings to make sure you're sharing with the people you want

Manage your profile

Go to your profile to change your profile info privacy, like who can see your birthday of relationships.

Learn more with Privacy Basics
Get answers fo common questions with this interactive guide

4 Profile and Tagging Your Activity Who can see your future posts? Friends Edit
S Public Pests Review all your posts and things you're tagged in Use Activity Log
2 Blocking
Limit the audience for posts you've shared with friends of Limit Past Posts
Location friends or Public?
A2  Language and Region Who can see the people, Pages and lists you follow? Only me Edit
Stories
How People Find and  Who can send you friend requests? Everyone Edit
Contact You
Notifications Who can see your friends list? Friends Edit
O Mobile
Who can look you up using the email address you provided? Friends Edit
A d Websits
N Pps an ebsites Who can leck you up using the phone number you provided? Friends Edit
# Instant Games
D u want search engines outside of Facebook to link to your No Edit
“» Business Integrations )
Settings Profile and Tagging
2. General Viewing and Sharing  Who can post on your profile? Friends Edit
@ Security and Login
Who can see what others post on your profile? Friends Edit
®  Your Facebook Information
Allow others to share your posts to their stories? Off Edit
& Privacy
Hide comments containing certain words from your profile Off Edit
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2 Blocking
Reviewin Review posts you're tagged in before the post appears on your profile?  On Edit
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Facebook?
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4. The Blocking settings allow you to:
a. Restrict what users can see;

b. Block users from seeing anything;

Settings Manage Blocking

® General Restricted list

”

@ Security and Login

®_  Your Facebook Information

c. Block messages from an individual; Block users

d. Block invitations from others for third

party applications.

PRIVACY CHECKUP:

& Privacy
“° Face Recognition

% Profile and Tagging

% Public Posts Block messages

2 Blocking
Location
Aa Language and Region

Stories Block app invites

Notifications "

[] Mobile

When you add a friend to your Restricted list, they won't see posts on Facebook that you share Edit List
only to Friends. They may still see things you share to Public or on a mutual friend's timeline, and

posts they're tagged in. Facebook doesn't notify your friends when you add them to your Restricted

list. Learn more

Once you block scmeone, that persen can no lenger see things you post on your timeline, tag you, invite you
to events or groups, start a conversation with you, or add you as a friend. Note: Does not include apps, games
or groups you both participate in.

Block users  Type aname m

T
a
=
@

If you block messages and video calls from someone here, they won't be able to contact you in the Messenger
app either. Unless you block someone's profile, they may be able to post on your timeline, tag you, and
comment on your pests or comments. Learn more

Block messages  Type the name of a friend...
from
Once you block app invites from someone, you'll automatically ignore future app requests from that friend. To

block invites from a specific friend, click the "lgnore All Invites From This Friend" link under your latest request.

Block invites from | Type the name of a friend

When you do a Privacy Checkup, you are guided to make selections on a number of topics. You will be notified if any security actions are

recommended.
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We'll guide you through some settings so you can make the right choices for
your account.
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You can check more privacy settings on Facebook in Settings.

Your data settings
on Facebook
® More settings

How to keep your account secure

You're all set. No security actions are recommended at
this time.

o Your password is OK
© Two-factor authentication is on
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PRIVACY SHORTCUTS:

Accessing Privacy Shortcuts is one more way to manage your privacy settings to safeguard your information and keep -
your account secure. Some of these settings can also be controlled in your Settings or through a Privacy Checkup, as

shown above.

Privacy Shortcuts

Privacy

Account Security

Ad Preferences

Your Facebook Information
Safety

Legal and Policies

Tools to help you control your privacy and

security on Facebook

Privacy -«(jm—

Control who sees what you share on Facebook, and manage data thal

@ Review a few important privacy settings
72 Learn about your privacy on Facebook
Q IMlanage your location ssttings

Control face recognition

* See more privacy settings

Account Security d—

Take actions to make your account more secure.
@ Update your personal information

o Change your password

10! Get alerts about unrecognized logins

[J Use two-factor authentication
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Settings
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Privacy Checkup

Privacy Shortcuts

Activity Log

News Feed Preferences

@ b

Language

Privacy Shortcuts

Privacy ‘

Account Security

Ad Preferences

Your Facebook Information
Safety

Legal and Policies

Ad Preferences

Learn how ads work on Facebook and how we use data to make the ads you see more relevant.

12 Learn about ads
B Review your ad preferences

*+ See your ad settings

Your Facebook Information _

View or download your Facebook information at any time.
B! Access your information

= See your Activity Log

m

Manage your information

&)

View or clear your off-Facebook activity

Delete your account and information

Safety h

Learn about how we help you and your family stay safe when you use Facebook.

& o

T Visit the Safety Center

22 Find resources for parents
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On Your Individual Posts:

Another time / place where you can control your privacy is when you create a Post to share in your news feed.

1. Under your name, click on the drop down arrow. A menu

appears that lets you select the privacy of the information you
post.

On your Profile Itself:

Create Post

6 Melita DeBellis
& Friends =

What's on your mind, Melita?

g

Add to Your Post & &

Finally, you can make selections and changes to secure your account from your Profile itself.

1. Onyour home page, click on your photo and name. This will bring you to a page where you can edit your
profile. Here you can change your profile and cover photos.

a.

TAKE NOTE: this is where you are asked to provide a lot of optional information that could put your
privacy at risk (current city, hometown, school, etc.) Even sharing your hobbies gives someone one

more piece of
information about
you that can be
used to put your
identity together.

Posts

About

Friends 199

Melita

© B

~

DeBellis

Add Bio

Photos

More ~

/' EditProfile | @ Q

@ veita  +

« Select Privacy

Who can see your post?
Your post will show up in News Feed, on your profile
and in search results.

) Public o
Anyone on or off Facebook -
a Friends ®

Your friends on Facebook

Friends except...
Don't show to some friends

2 Specific friends

Only show to some friends

& Onlyme O

C Melita DeBellis

@ Groups

ﬂ Marketplace

Friends
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